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1. OBLWUE NONOKEHUA
Monutnka o6paboTKM MepcoHaNbHbIX AaHHbIX (Oanee —
MonnTtuka) paspaboTtaHa B cooTBeTCcTBUU C PeaepasibHbIM
3aKOHOM OT 27.07.2006. Nel152-®3 «O nepcoHanbHbIX
JaHHbIX» (ganee — ©®3-152). Hactoswasa Moautuka
onpeaensaeT NopaAoK 06paboTKM NepcoHanbHbIX AaHHbIX
M Mepbl No obecneyeHnto 6€30MacCHOCTN NepPCOHasIbHbIX
AaHHbIx B UM Hykos E.A. (ganee — OnepaTop) ¢ uenbto
3aWmTbl NpaB M cBobOA, YeNoBEKA M FpakAaHMHA Npwu
06paboTke €ero nepcoHasbHbIX AaHHbIX, B TOM 4ucae
3aWMTbl NPaB HAa HEMPUKOCHOBEHHOCTb YaCTHOM YKMU3HMU,
JIMYHYIO U CEMEWNHYIO TalHy. B MoanTMKe mcnonb3sytoTea
cneayoume OCHOBHbIE MOHATUA:
aBTOMaTU3NPOBaHHaA obpaboTtka NepCcoHabHbIX
BAAHHbIX — 06paboTKa NepcoHabHbIX AaHHbIX C MTOMOLLbIO
CPeACTB BbIYNCNTESIBHOMN TEXHUKY;
610KMpOBaHNE NepCcoHaNbHbIX AAHHbIX - BpPemMeHHoe
npeKkpaweHne o6paboTKM MNepcoHasbHbIX AaHHbIX (33
WCK/MOYEHNEM CJlydaeB, ecim obpaboTka Heobxoauma
ans YTOYHEHMUA nepcoHanbHbIX OaHHbIX);
MHPOPMALMOHHAA CUCTEMA MNEPCOHA/IbHbIX AAHHbIX -
COBOKYMHOCTb  cogeprkawmxca B 6asax  AaHHbIX
NMepcoHanbHbIX  AaHHbIX, M obecneymBaloOWMX  UX
06paboTKy MHPOPMALMOHHbIX TEXHOOTMIN U TEXHUYECKUX
cpeacTs;
o6e3nnumMBaHMe NepcoHaNbHbIX AAHHbIX - AEWCTBUA, B
pe3ynbTaTe KOTOPbIX HEBO3MOXKHO oOnpeaenntb 6e3
NCNONIb30BaHUA OONONHUTENbHOM MHbOpPMaLUK
NPUHAANEKHOCTb NEPCOHANbHbIX AAHHbIX KOHKPETHOMY
Cyb6BEKTY NEePCOHANbHbIX AaHHbIX;
06paboTKa MepcoHanbHbIX AaHHbIX - Atoboe aeicTeme
(onepauus) mMnmM coBoKynHOCTb AelcTBuiA (onepaumi),
coBepLUaeMbIx c MCMNONb30BAHUEM cpeacTs
aBTOMaTM3aUMM nam 6e3 NCNosb30BaHMA TaKUX CPEACTB C
NnepcoHanbHbIMW  OaHHbIMM, BKAtoYas cbop, 3anuce,
CMCTEMATM3AUMNIO, HAKONNEHWE, XPaHeHMe, YTOYHEeHWe
(obHOBNEHME, USMEHEHWE), U3B/IEYEHWE, UCNOJIb30BAHME,
nepegauvy (pacnpocTpaHeHue, NpegocTaBaeHMe, AOCTYN),
obe3nnumBaHue, 610KMpoBaHKeE, yaaneHue,
YHUUYTOXKEHWE NepPCOHaNbHbIX AaHHbIX;
onepaTop - rocyfapCTBEHHbIN OpraH, MyHWLMNANbHbIN
opraH, topuauyeckoe  uan  duUsMYeckoe  nUO,
CaMOCTOATE/IbHO UM COBMECTHO C APYTMMM INLAMM
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1. GENERAL PROVISIONS

The policy of processing personal data (hereinafter - the
Policy) is developed in accordance with the Federal Law as
of 27.07.2006. N0.152-®3 "On Personal Data" (hereinafter
- ®3-152). This Policy sets out the procedure for processing
of personal data and the measures to ensure personal
data security taken by Il Zhukov E.A. (hereinafter referred
to as the Operator), with the purpose to protect the rights
and freedoms of a person and citizen in the course of
processing one’s personal data, including protection of
privacy rights, personal and family secrets. The following
basic concepts are used in the Policy:

Automated processing of personal data - processing of
personal data by means of computer facilities;

Blocking of personal data - temporary termination of
personal data processing (except for cases when
processing is necessary to clarify the personal data);

Personal data information system - a set of personal data
contained in databases as well as information
technologies and technical means securing their
processing;

Depersonalization of personal data - actions following
which it is impossible to determine affiliation of personal
data with a specific personal data subject without the use
of additional information;

Personal data processing - any action (operation) or set of
actions (operations) carried out with the use of
automation tools or without such means in respect of

personal data, including collection, recording,
systematization, = accumulation, storage, updating
(renewal, modification), extraction, use, transfer

(distribution, provision, access), depersonalization,
blocking, removal, destruction of personal data;

Operator - a state body, municipal body, a legal entity or
an individual, that organizes and (or) implements personal
data processing independently or jointly with other



NHamBMAayanbHbIN NpegnpuHumaTtens Hykos Erop AnekcaHapoBuy
Appec: 190068, r. CaHkT-leTepbypr, HabepexHas KptokoBa KaHana, 4. 27
MHH 781306573890, OTPHWIMN 316784700141835

opraHusyoume 1 (Mam) ocyuiecteasiolime ob6paboTky
NnepcoHanbHbIX AaHHbIX, @ TaKXe onpeaensiolme uenm
06paboTku nepcoHanbHbIX [OAHHbIX, cocTaB
nepcoHasnbHbIX AaHHbIX, Mognexawmx obpaboTke,
aencreumn (onepauumn), coBepliaemble c
NnepcoHanbHbIMW AAaHHbIMU;

nepcoHasnbHble pJaHHble — baa  MHbopmauus,
OTHOCALLAACA K MPAMO UAN KOCBEHHO onpeaesieHHoOMYy
nnu onpeaensemomy dusmdyeckomy auuy (cybbekTty
NnepcoHanbHbIX AaHHbIX);

npeaocTaB/JeHne NepcoHaNbHbIX AaHHbIX — AeNCTBUS,
HanpaB/ieHHble Ha PaCKPbITUE NEepPCOHaNbHbIX AaHHbIX
onpefeneHHoOMY ULy UK onpeaeneHHOMY Kpyry nuu,
pacnpocTpaHeHUe NepcoHaNbHbIX AAHHbIX - AeNCTBUS,
HanpaB/ieHHble Ha PaCKPbITUE NEepPCOHa/bHbIX AAHHbIX
HeonpeaeneHHoMy Kpyry i (nepepava
NMepPCOHaNbHbIX AAHHbIX) WAW Ha O3HaKOMJIeHWe C
NepcoHanbHbIMU JaHHbIMW HEOrpaHMYEHHOro Kpyra
Mu, B TOM uucne obHapogoBaHWe NepcoHasibHbIX
OaHHbIX B CpeAcTBax MaccoBo  MHbopmaumu,
pasmelleHme B NHPOpPMaLNOHHO-
TENEeKOMMYHUKALMOHHbIX CETAX WUAW NpeaocTaBaeHune
[OCTyMa K NepcoHaNbHbIM AaHHbIM KaKMM- 160 UHbIM
crnocobom;

TPAHCrpaHMYHaA nepegayva NepcoHasbHbIX AaHHbIX -
nepefaya MepcoHasbHbIX AAHHbIX Ha TepPPUTOPUIO

MHOCTPaHHOro rocyaapcrsa opraHy B/1aCTM
MHOCTPaHHOro rocyaapcrea, MHOCTPaHHOMY
bU3NUECKOMY MAM  MHOCTPAHHOMY HOPUAMYECKOMY
nuy;

YHUUTOXKEHMEe NepPCOHaNbHbIX AaHHbIX - AeWCTBUSA, B
pesynbTaTe KOTOPbIX HEBO3MOXHO BOCCTaHOBUTb
cofepskaHue nepcoHanbHbIX AaHHbIX B
MHOOPMALMOHHOW CUCTEME NEPCOHAsbHbIX AaHHbIX U
(nnn) pesynbTaTte KOTOpPbIX YHUUTOXKaloTCA

MaTepuanbHble HOCUTENM NEePCOHAsNbHbIX AAHHbIX.
KomnaHusa ob6a3aHa onybiMKoBaTb UAM MHbIM 06pa3om
obecneunTb HeorpaHUYEHHbIA AOCTYM K HaCToALEeWn
Monntuke 06pPabOTKM MNEepPCOHaNbHbIX AAHHbBIX B
CcOoOTBETCTBMM C Y. 2 cT. 18.1. $3-152,
2. MNPUHUMUMNBI W  YCNOBUA
MNEPCOHANbHbIX AAHHbIX

2.1. NpuHUMNbl 06paboTKN NepCoOHaNbHbIX AAHHbIX.
O6paboTka nepcoHanbHbIX [AaHHbIX Yy OnepaTtopa
OCYLLLECTB/IAETCA HA OCHOBE CAeAyoWMX NPUHLMMNOB:

OBPABOTKH
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persons, and that defines the purposes of processing
personal data, the structure of personal data subject to
processing, the actions (operations) performed with
personal data; Personal data - any information relating
directly or indirectly to identified or being-identified
individual (personal data subject);

Provision of personal data - actions aimed at disclosing
personal data to a specific entity or a certain circle of
persons/entities;

Distribution of personal data - actions aimed at
disclosing personal data to indefinite circle of persons
(transfer of personal data) or at acquaintance of
unlimited number of persons with personal data,
including promulgation of personal data in mass media,
data placement in information and telecommunication
networks or provision of access to personal data in any
other way;

Cross-border transfer of personal data - transfer of
personal data onto the territory of a foreign state to a
public authority of a foreign state, to a foreign
individual or foreign legal entity; Destruction of
personal data - actions following which the content of
personal data in the personal data information system
can not be restored and (or) following which the
material carriers of personal data are destroyed. The
company is obliged to publish or otherwise provide
unlimited access to this Personal data processing policy
in accordance with Part 2 of Art. 18.1 of the Federal Law
®3-152.

2. PRINCIPLES AND CONDITIONS OF PERSONAL DATA
PROCESSING

2.1. Principles of personal data processing

The personal data processing by the Operator is carried
out on the basis of the following principles:
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- 32aKOHHOCTU U CNpaBeA/IMBO OCHOBbI; - OFPaHUYEHNn
06paboTKM MepcoHanbHbIX AaHHbIX AOCTUXKEHUEM
KOHKPETHbIX, 3apaHee OnpeaefeHHbIX W 3aKOHHbIX
uenen; - HegonyuweHua ob6paboOTKM MNepcoHanbHbIX
OaHHbIX,  HecoBMecTMMOM C  uenamu  cbopa
NepCoHaNbHbIX AAHHbIX; - HegoNyLWeHUA o6beANMHEHMA
6a3 [aHHbIX, COAEpP)KALLMX NEPCOHAsNIbHblE [AaHHbIE,
06paboTka KOTOPbIX OCYLLeCTBAAETCA B  UeNnsx,
HECOBMECTUMbIX MexXay coboi; - 06paboTKM TONbKO
TeX NepPCoHaNbHbIX AAHHbIX, KOTOPbIE OTBEYAOT LENAM
nx 06paboTKU; - COOTBETCTBMA COAEPKAHUA U 0b6bema
obpabaTbiBaeMbix NepCcoHaNbHbIX AaHHbIX
3aABNAEHHbIM LenaAM 06paboTkK; - HeponyweHua
06paboTKM MEePCOHANbHbIX AaHHbIX, M3ObITOYHbLIX MO
OTHOLUEHMIO K 33aABJIEHHbIM Lensm ux obpaboTku; -
obecneyeHus TOYHOCTH, [0CTaTOYHOCTU n
aKTya/IbHOCTW MEePCOHasIbHbIX AaHHbIX MO OTHOLWEHMIO K
uensm obpaboTKM  MepCOoHasbHbIX  AaHHbIX; -
YHUUYTOXKEHUA NMB60 06e31MYMBaHMA MEPCOHANbHbIX
OAHHbIX NO AOCTUXKEHMM Lenen ux obpaboTkn nam B
c/lyyae yTpaTbl HEOBXOAMMOCTU B AOCTUMKEHUM 3TUX
uenen, Npyu HEBO3MOKHOCTM yCTpaHeHMA OnepaTtopom
OONYWEHHbIX HapYLWEHUA NepCcoHasbHbIX AaHHbIX,
€C/IM1  MHOe He npeaycmMoTpeHo  deaepasibHbIM
33aKOHOM.

2.2. YcnoBua o06paboTKM nNepcoHaNbHbIX AAHHbIX
OnepaTop npou3BOAUT 06pPabOTKY NEePCOHANbHbIX
OaHHbIX NMPU HAMYUKM XOTA Bbl O4HOTO M3 CAeayoLmMX
YCNOBWIA:

- 06paboTKa NePCOHaAbHBIX AAaHHbIX OCYLLECTBNAETCS C
cornacua cybbekTa NEepCoHaNbHbIX  AAHHbIX  Ha
06paboTKy ero nepcoHasibHbIX AAHHbIX;

- 06paboTKa NepcoHaNbHbIX AaHHbIX HEObXoAMMa ANA
OOCTUNKEHMUSA ueneu, npeayCcMOTPEHHbIX
MeXKAyHapoaHbIM gorosopom Poccuinckoit Pepepaumnn
MW 3aKOHOM, AN OCYLLECTB/IEHUS U BbINOJIHEHUS
BO3/IO’KEHHbIX  3aKOHOAATE/IbCTBOM Poccuitckoin
depepaunn Ha Onepatopa PyHKUMUIN, NOJHOMOUMI U
obAszaHHOCTEN;

- 06paboTKa NepcoHaNbHbIX AaHHbIX HeobxoaMma ana
OCYLLECTB/IEHUA NPaABOCYAMA, UCMONHEHUA cyaebHoro
aKTa, aKTa ApPYroro opraHa WauM OO/MKHOCTHOrO /vua,
nogsexalmx WUCNONHEHUIO B COOTBETCTBUM  C
3aKoHogaTenbctBOM Poccuiickon Pepepaumm 06
NCMNOJIHUTENIbHOM NPOU3BOACTBE;
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- legality and fair basis; - restrictions on personal data
processing by achievement of specific, pre-defined and
legitimate purposes; - prevention of personal data
processing incompatible with the purposes of collecting
personal data; - prevention of unification of databases
containing personal data where processing is carried
out for purposes incompatible with each other; -
processing only of the personal data that meet the
objectives of processing; - compliance of content and
volume of processed personal data with stated
processing objectives; denial of processing the
personal data that are redundant in relation to the
stated purposes of their processing; - ensuring
accuracy, sufficiency and relevance of personal data in
relation to the purposes of personal data processing; -
destruction or depersonalization of personal data upon
achievement of the purpose of their processing or in
case of irrelevance of the need to achieve these
objectives, if the Operator can not eliminate the breach
in personal data processing, unless otherwise provided
by the federal law.

2.2. Terms of personal data processing

The Operator proceeds to personal data processing in
the presence of at least one of the following conditions:
- personal data processing is carried out with the
consent to processing on the part of a personal data
subject;

- personal data processing is necessary to achieve the
objectives stipulated by an international treaty of the
Russian Federation or a law, for implementation and
performance of functions, powers and duties imposed
on the Operator by the legislation of the Russian
Federation;

- personal data processing is necessary for
administration of justice, enforcement of a judicial act,
a deed of another body or official that is subject to
enforcement in accordance with the law of the Russian
Federation on enforcement proceedings;
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- 06paboTKa NepcoHabHbIX AaHHbIX Heobxoanma ana
WCMOJIHEHNA O0roBOpa, CTOPOHOM KOToporo Jnbo
BblrogonpuobpeTatesiem WAM  nopyduTenem  no
KOTOPOMY ABAAETCA CyOBEKT NEPCOHANbHbIX AAHHbIX, A
TaKXKe ONs 3aKAlYeHUs [Aorosopa No MHWUUMATMBE
cybbeKTa NepcoHasbHbIX AAHHbIX WAM AOroBopa, no
KOTOPOMY Cyb6BbEKT MNepcoHasbHbIX fAaHHbIX OyaeT
ABNATLCA BbIrogonpuobperaTenem Unm nopyymTenem;
- 0bpaboTKa NepcoHabHbIX AaHHbIX Heobxoauma ans
OCYLLECTB/IEHMA MNpPaB W  3aKOHHbIX WHTEPECcoB
onepatopa WM TPeTbUX NiML, MO0 ANA AOCTUNKEHUS
06WEecTBEHHO 3HAYMMbIX LLeNeil NpPU YCOBUK, YTO NpU
3TOM He HapyuwatoTca npaBa M cBoboabl CybbekTa
NepcoHanbHbIX AaHHbIX; - OCcyllecTBAseTcA obpaboTKa
NMepCoHaNbHbIX AaHHbIX, [AOCTYN HeorpaHUYeHHOro
Kpyra /Auu, K KOTOPbIM MpeaocTaBleH CybbeKkTom
nepcoHanbHbIX AaHHbIX AMBOo no ero npocbbe (panee -
06uef0CTyNHbIE NePCoHabHbIE AaHHbIE);

- ocywecTnseTcs 06paboTka NepcoHaNnbHbIX AAHHbIX,
nognexawmx onybanKkoBaHuo uam obAasaTenbHomy
PaCKpPbITUIO B COOTBETCTBUM C deaepasibHbIM 3aKOHOM.
2.3. KoHpmaeHUMaNnbHOCTb NEpPCOHaNbHbIX AaHHbIX
Onepatop M WMHblE AMUA, NOAyYMBLUME A0CTYyN K
NepcoHanbHbIM JaHHbIM, 06A3aHbl He pacKpbiBaTb
TPETbUM JINLLAM M HE PacnpoCTPaHATb NepcoHasbHble
OaHHble 6e3 cornacMAa cybbekTa nepcoHasbHbIX
OaHHbIX, EC/TM MHOE He NpeaycmoTpeHo deaepanbHbim
3aKOHOM.

2.4. O6wepocTynHble MUCTOMHUKM MNEepPCOHANbHbIX
BOAHHbIX.

B uensax mHpopmaumoHHoro obecneyeHun y Onepatopa
MOryT  C€O34aBaTbCA  OOLLEeAOCTYNHble  MCTOYHMKM
NepcoHanbHbIX [aHHbIX CYObHEKTOB MNEepPCOHaNbHbIX
OaHHbIX, B TOM YMCNE CNPABOYHUKUN M afPECHbIE KHUTW.
B obLesocTynHble UCTOYHUKMU NEPCOHAsbHbIX AaHHbIX
C MWUCbMEHHOro cornacus CybbeKkTa MnepcoHasbHbIX
OaHHbIX MOTYT BK/OYaTbCA ero ¢damuaua, ums,
OTYECTBO, ZaTa W MEeCTO POXKAEHWUS, [OOKHOCTD,
HOMepa KOHTAKTHbIX TesiepOHOB, aapec 3/EKTPOHHOM
NMoyTbl U MUHble NMEPCOHa/bHble AaHHble, coobLaemMble
CyObEKTOM MEepCoHaNbHbIX AaHHbiXx. CBegeHus o
cyObeKTE NepCoHasbHbIX AaHHbIX AOMKHbI ObiTb B
noboe Bpems  UCKAOYEHbl U3 06LeAoCTYMNHbIX
WMCTOYHUKOB MEPCOHANbHbIX AaHHbIX MO
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- personal data processing is necessary for the
performance of an agreement in which a personal data
subject is a party or beneficiary or guarantor, as well as
for conclusion an agreement on the initiative of a
personal data subject or an agreement under which a
personal data subject will be a beneficiary or guarantor;
- personal data processing is necessary for the exercise
of rights and legitimate interests of the Operator or
third parties or for achievement of socially significant
purposes, provided that this does not infringe the rights
and freedoms of the personal data subject;

- personal data processing is effected when the access
to these data on the part of unlimited number of
persons is provided by the personal data subject or at
his request (hereinafter - publicly available personal
data);

- personal data processing is effected in respect of the
data subject to publication or mandatory disclosure in
accordance with the federal law.

2.3. Confidentiality of personal data

The Operator and other persons that are granted access
to personal data shall not disclose the personal data to
third parties or distribute them without consent of the
personal data subject, unless otherwise provided by the
federal law.

2.4. Publicly accessible sources of personal data

Within the purpose of information provision, the
Operator may create public sources of personal data
subjects, including directories and address books. The
following may be included in the publicly available
sources of personal data, with a written consent of a
personal data subject: his surname, name, patronymic,
date and place of birth, position, contact phone
numbers, e-mail address and other personal data
reported by the personal data subject. The information
about the personal data subject shall be deleted at any
time from publicly available personal data sources at
the request of the personal data subject, an
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TpeboBaHUIO CcybbeKTa MepCcoHasibHbIX  AAHHbIX,
YMNOJIHOMOYEHHOIO OpraHa no 3awuMTe NpaB cybbEKTOB
NepCoHaNbHbIX AaHHbIX MO0 NO pewweHuto cyaa.

2.5. CneuuanbHble KaTeropumn NepcoHasibHbIX AaHHbIX
ObpaboTKka onepaTopomM creumnasbHbIX KaTeropui

NnepCoHa/bHbIX AaHHDbIX, Kacatlowmnxca pacosoﬁ,
HaLI,VIOHaIIbHOVI NMPUHAANEKHOCTH, NONNTUHECKUX
B3rnAnos., PENNTUO3HbIX nnn (bMﬂOCOd)CKMX

ybeaeHnM, coCcToAHMA 340P0BbSA, UHTUMHOM }KU3HW,
OONYCKaeTCs B CAyYanX, eCu:

- CyOBEeKT nepcoHanbHbIX AaHHbIX Aan coriacue B
NUCbMeHHOM  dopme  Ha  06paboTKy  cBOUX
NnepcoHanbHbIX AaHHbIX;

- NepcoHanbHble AaHHble caenaHbl 0bWenoCTYNHbIMU
Cy6beKTOM NEepPCOHasIbHbIX AAaHHbIX;

- 06paboTKa NePCOoHasIbHbIX AAHHbIX OCYLLECTBASETCA B
COOTBETCTBUU C 3aKOHOZaTeNbCTBOM o
rocyapCTBEHHOM couuvanbHON MNOMOLWM, TPYAOBbIM
3aKOHOZaTe/IbCTBOM, 3aKOHOAATE/IbCTBOM Poccuinckoi
depepaumm 0 nNeHcUAX MO rocyAapCTBEHHOMY
NeHCMOHHOMY obecneyeHuto, O TPYAOBbIX NEHCUAX;

- 0bpaboTKa nepcoHanbHbIX AaHHbIX Heobxoamma ans
3aWWMTbl  XKU3HW, 300POBbA WM  MHbIX YKU3HEHHO
Ba*KHbIX MHTEPECOB CybbeKTa NepCoHasbHbIX AaHHbIX
NNBO KU3HW, 300POBbSA UM UHbBIX KU3HEHHO BaXKHbIX
MHTEPECOB ApYrux /AuL, W NOJAy4yeHUe cornacus
cybbeKTa NepcoHasbHbIX 4aHHbIX HEBO3MOXHO;

- 06paboTKa NepcoHasbHbIX JaHHbIX OCYLLECTB/AETCA B
MeaUKo-NpodUNaKTUYECKUX uensx, B uenax
YCTQHOBNEHUA MeAMLUMHCKOro AMarHosa, OKasaHus
MEAULMHCKMX WU  MeOMKO-COUMaNbHbIX YCayr npu
ycioBuM, 4To 06paboTKa NepcoHanbHbIX AaHHbIX
ocyuiecTsafeTca INLOM, npodeccMoHanbHO
3aHMMAOWMMCA  MeOMUUHCKON [AeATeNbHOCTbI0 MU
06A3aHHBIM B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM
Poccuitckoit Pegepaunmn coxpaHaTb BpauebHyto TaliHy;
- 0bpaboTKa NepcoHasibHbIX AaHHbIX Heobxoauma s
YCTQHOBNEHUA WM OCYLLECTB/IeHMA MpaB CybbeKTa
NnepcoHanbHbIX AaHHbIX UAW TPETbUX AINL, @ PABHO U B
CBA3K C OCYLLECTB/IEHWMEM NpaBoCyans;

- 06paboTKa NepCcoHasbHbIX ZaHHbIX OCYLLECTBAAETCA B
COOTBETCTBMM C 3aKOHOAATENbCTBOM 06 06A3aTesNbHbIX
BMAAX CTpaxoBaHuA, co CTPaxoBbiM
3aKOHOAATE/IbCTBOM. Ob6paboTKa CneunanbHbIX
KaTeropuii NnepcoHasibHbIX AaHHbIX, OCYLLECTB/IABLIANACA
B CNy4anX, NpeayCMOTPEHHbIX MYHKTOM 4 cTaTbun 10 ®3-

152, nonxHa 6bITb HE3aMeAMTENLHO NPeKpalleHa,
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authorized body engaged in protection of personal data
subjects’ rights or by court order.

2.5. Special categories of personal data

The Operator’s processing special categories of
personal data relating to race, nationality, political
views, religion or philosophical views, health status,
intimate life is allowed in the following cases:

- the personal data subject has agreed in writing to have
his personal data processed;

- the personal data have been made publicly available;
- the personal data processing is carried out in
accordance with the legislation on state social aid,
labour legislation, Russian Federation legislation on
state retirement pensions, labour pensions;

- personal data processing is necessary to protect the
personal data subject’s life, health or other vital
interests, or the life, health or other vital interests of
other persons, while obtaining consent from the
personal data subject is impossible;

- the personal data processing is carried out for medical
and prophylactic purposes, for establishing a medical
diagnosis, providing medical and medico-social
services, on condition that the personal data processing
is effected by a person professionally engaged in
medical activities and required to maintain medical
secrecy in accordance with the legislation of the Russian
Federation;

- personal data processing is necessary to establish or
exercise the personal data subject’s rights or those of
third parties, as well as in connection with enforcement
of justice;

- personal data processing is carried out in accordance
with the legislation on compulsory insurance or with
insurance legislation. The processing of special
categories of personal data carried out in cases
provided for by Clause 4 of Article 10 of $3-152
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€C/IN  YCTPAHEeHbl TMPUYMHbI, BCAEACTBUE KOTOpPbIX
ocyuiectsaianace ux o06paboTKa, ecanM WHoe He
ycTaHoBneHOo deaepanbHbiM 3akoHom. O6paboTka
NnepcoHa/bHbIX AaHHbIX (0] CYANMOCTU MOXeT
ocylecTsnatTbca  OnepatopoM  UCKAKOYUTENbHO B
caydasax U B MOpsAAKe, KOTOpble onpegenstorca B
COOTBETCTBMU C dpeaepanbHbIMU 3aKOHaAMM.

2.6. buomeTpuyeckMe nepcoHanbHble AadHHble
CBefeHuA, KOTOpble XapaKkTepusyoT Gmsnonornyeckme
n  buonormyeckme 0ocobeHHOCTM YeNoBeKa, Ha
OCHOBaHWUWN KOTOPbIX MOYHO YCTaHOBUTb €ro JIMYHOCTb
(bomeTpuyeckne nepcoHanbHble JaHHble) MOryT
obpabaTtbiBaTbca OnepaTopom TONbKO MPU HaAUuUm
cornacma  cybbekTa  MNepCcoHaNbHbIX  AaHHbIX B
nUcbMeHHol dopme.

2.7. NopyyeHne o06paboTKN NepcoHasbHbIX AAHHbIX

Apyromy nuvuy
Onepatop BrnpaBe Nopy4ntb 06paboTKy NepcoHanbHbIX
OaHHbIX  Apyromy /uuy C  corsacua  cybbekTa

NepCcoHaNbHbIX AaHHbIX, €C/IU UHOE He NpeayCMOTPEHO
denepanbHbIM 3aKOHOM, Ha OCHOBaHUU 3aK/Il04AEMOT0
C 3TMM Auuom gorosopa. JlMuo, ocywecteasoLlee
06paboTKy NEepPCOHaNbHbIX AAHHbIX MO MNOPYYEHMIO
OnepaTopa, 06s3aHO co6t04aTb MPUHLMMbI U NpaBuaa
06paboTKK NnepCcoHaNbHbIX OaHHbIX,
npeaycmoTtpeHHble 3-152 n HacToAwen MoanTuKomn.

2.8. O6paboTka nepcoHaNbHbIX AAHHDLIX rpa*KpaH
Poccuiickoin degepaumnmn

B cooTBeTcTBMM CO cTaTbel 2 PenepanbHOro 3aKkoHa oT
21 nions 2014 ropga N 242-d3 «O BHECEHUUN UBSMEHEHUIA
B OTAe/bHble 3aKOHOAaTe/sibHble aKTbl PoccuiicKom
depepaunn B 4acTM yTOUYHEHUs MopAagKa 06paboTku
nepcoHanbHbIX [LaAHHbIX B MHGOPMALLMOHHO-
TENIEKOMMYHMKALMOHHbIX ceTax» npu cbope
NMepcoHanbHbIX AaHHbIX, B TOM 4uCae NOCpeacTBOM
MHOPMALMOHHO-  TENEKOMMYHUKALMOHHOW  ceTu
"MHTepHeT", onepaTtop o06a3aH obecneuynTb 3anwuchb,
CUCTEeMATU3aLMIo, HAaKOMJIeHMe, XpaHeHMEe, YTOYHEHNE

(o6bHOBNEHME, N3MeEHeHMe), u3BneyeHue
NepCcoHanbHbIX  AaHHbIX  rpaxkaaH  Poccuiickoi
depepaummn  c  ucnonb3oBaHMem 6a3  AaHHbIX,

HaxoAALmMXcA Ha TeppuTopun Poccuiickoin ®eaepaunn,
33 UCKNIOYEHMEM CNYYaes:

- 06paboTKa NnepcoHanbHbIX AaHHbIX Heobxoamma ans
AOCTUKEHUA uenen, npeaycMoOTPEHHbIX
MeXKAyHapoaHbIM A0roBopom Poccuitckoit deaepaumn
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must be immediately terminated if the reasons for
their processing have been ceased, unless otherwise
provided for by the federal law. The processing of
personal data relating to criminal record may be carried
out by the Operator only in cases and in the manner set
in accordance with the federal laws.

2.6. Biometric personal data
The data describing a person’s physiological and
biological characteristics, those letting to establish his
identity (biometric personal data) may be processed by
the Operator only on the basis of the personal data
subject’s consent in writing.

2.7. Entrusting personal data processing to other
person

The Operator has a right to entrust personal data
processing to other person with the consent of the
personal data subject, unless otherwise provided by the
federal law, on the basis of an agreement concluded
with that person. The person engaged in personal data
processing by instruction of the Operator is obliged to
comply with the principles and rules of personal data
processing provided for by ®3-152 and this Policy.

2.8. Processing of personal data of Russian Federation
citizens

In accordance with Article 2 of the Federal Law N 242-
@3 of July 21, 2014 "On Amending Certain Legislative
Acts of the Russian Federation Regarding Specification
of the Procedure for Personal Data Processing in
Information and Telecommunication Networks", the
Operator is obliged, when collecting personal data,
including through the information/telecommunication
network "Internet", to provide for due recording,
systematization, accumulation, storage, specification
(updating, modification), extraction of personal data of
Russian Federation citizens, with the use of databases
located on the territory of the Russian Federation,
except for the following cases:
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WAW 3aKOHOM, AN OCYLLEeCTB/IEHUS U BbINOJIHEHUS
BO3/I0XKEHHbIX 3aKOHO4ATENbCTBOM Poccuiickoi
depepaunn Ha onepaTopa GYHKUWIM, MOJHOMOYUIN U
obAsaHHOCTEN;

- 0bpaboTKa NepcoHabHbIX AaHHbIX Heobxoauma ans
OCYLLECTB/IEHMA MPaBOCYANs, UCMONIHEHUS cyaebHoro
aKTa, aKTa Apyroro opraHa WauM AOJIKHOCTHOIO /MU,
nognexawmux WUCMOJIHEHUIO B  COOTBETCTBMM  C
3aKoHogaTenbctBom Poccuiickon ®depepaumm 06
NCNOJIHUTENIbHOM NPOU3BOACTBE (Aanee — UCNOHEHME
cyaebHoro akTa);

- 0bpaboTKa nNepcoHabHbIX AaHHbIX Heobxoauma Ans
WCNONIHEHUS MNONHOMOYMI  denepanbHbiX OpPraHoB
WCNONIHUTENbHOW BNACTU, OPraHOB roOCyAapCTBEHHbIX
BHEOOAKETHbIX GOHAOB, MCMNONHUTENbHbLIX OPraHoOB
rocyapCTBEHHOM BslacTM  cybbekToB Poccuiickom
depepaunn, opraHOB MECTHOrO CaMoOynpaBieHUs WU
bYHKLMA opraHusaumn, YYaCTBYHOLLNX B
npeaocTaBNeHNUM COOTBETCTBEHHO FOCYAAPCTBEHHbIX U
MYHUUMNANbHBIX ycayr, npeaycMOTPEHHbIX
depgepanbHbiM 3akoHOM OT 27 mniona 2010 roaa N 210-
@3 «06 opraHmsaumm npenocrasneHma
rocyapCTBEHHbIX U MyHULMNAbHbIX YCYr», BKOYas
pernctpaumnto cybbekta nepcoHasbHbIX AaHHbIX Ha
eaMHOM NnopTane rocyAapcTBEHHbIX U MyHULMMANbHbIX
ycnyr n (nnn) pernoHasbHbIX noprtanax
rocyAapCcTBEHHbIX U MYHULMNAbHbIX YCAYT;

- 0bpaboTKa NepcoHanbHbIX AaHHbIX HeobxoaAnMa Ans
OCYLLECTB/IeHMA NpPodeccMoHanbHON AeaTeNbHOCTU
KYpPHanucra v (M1m) 3aKoHHOM AeATeNbHOCTM CPeacTBa
MaccoBOMn MHbOPMaLUKU MO0 HAY4YHOW, MTepPaTyPHOM
WU UHOM TBOPYECKOM AeATeNIbHOCTM NPU YCAOBUU, YTO
NpW 3TOM He HapyLLAalTCA NpaBa Y 3aKOHHbIE MHTEpPEecChI
cybbeKTa NepcoHasbHbIX AaHHbIX.
2.9. TpaHcrpaHM4yHaa nepepaya
BAHHDbIX

OnepaTtop 06A3aH ybeanTbca B TOM, YTO MHOCTPAHHbIM
rocygapcTBOMm, Ha TeppuUTOpUIo KOTOPOro
npegnonaraercs OCYLLLeCTBNATD nepeaauy
nepcoHanbHbIX AaHHbIX, obecneymBaeTca afeKBaTHasA
3aWmMTa nNpaB CyObEKTOB MepCOHabHbIX AAHHbIX, 40
Haya/la OCyLLECTB/IEHMA TaKOW Nepenaym.

nepcoHaNbHbIX

TpaHcrpaHnyHaa nepegaya NepcoHanbHbIX JAHHbIX HA

Tepputopumn MHOCTPaHHbIX rocyaapcrs, He
obecneumBaloWMx  aAeKBaTHOM  3aWwmTbl  Mpas
cybbekToB NepcoHaNbHbIX OaHHbIX, MOXKeT

OCyWecTBNATbCA B CAy4yaAX: - Haan4ymAa cornacuma B
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- personal data processing is necessary to achieve the
objectives stipulated by an international treaty of the
Russian Federation or a law, for implementation and
performance of functions, powers and duties imposed
on the Operator by the legislation of the Russian
Federation;

- personal data processing is necessary for
administration of justice, enforcement of a judicial act,
a deed of another body or official that is subject to
enforcement in accordance with the law of the Russian
Federation on enforcement proceedings (hereinafter -
enforcement of a judicial act);

- personal data processing is necessary for exercise of
powers of federal executive bodies, state off-budget
funds’ authorities, executive bodies of state power of
the Russian Federation entities, local self-government
bodies, and to meet the functions of organizations
participating in provision of state and municipal
services, respectively, envisaged by the Federal Law N
210-®3 of July 27, 2010 "On Organization of State and
Municipal Services", including registration of personal
data subject in the unified portal of state and municipal
services and (or) regional portals providing state and
municipal services;

- personal data processing is necessary for exercise of
professional activities of a journalist, and (or) legitimate
activity of a mass media body, or scientific, literary and
other creative activity, on the condition that the rights
and lawful interests of the personal data subject are not
violated.

2.9. Cross-border transfer of personal data

The Operator is obliged to make sure that the foreign
state to which it is intended to transfer the personal
data ensures adequate protection of the personal data
subjects’ rights, prior to such transfer.

The cross-border transfer of personal data to the
territory of foreign states that cannot secure adequate
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nUcbMeHHoM dopme cybbeKkTa NepcoHanbHbIX AaHHbIX
Ha TPaHCrPaHWYHYIO nepenady ero MepcoHanbHbIX
AaHHbIX; - UCNOJIHEHUA A0roBOPa, CTOPOHOM KOTOPOro
ABNAeTCA Cy6'bEKT NnepcoHa/ibHbIX AaHHbIX.

3. MPABA CYBbEKTA NEPCOHAJIbHbIX AAHHbIX

3.1. Cornacue cy6beKkTa NepCcoHasbHbIX AAHHbIX Ha
06paboTKy ero nepcoHasbHbIX AAHHbIX

Cyb6beKT nepcoHasibHbIX AaHHbIX MPUHUMAET peLleHne
0 NpPenocTaBAeHMM ero NEPCOHANbHbIX AaHHbIX U AaeT
cornacue Ha ux obpaboTky cBoboaHO, CBOEN BOJIEN U B
cBoem  uHTepece. CornacMe  Ha  06paboTky
NepPCOHANbHbIX AAaHHbIX MOXET OblTb JAHO CyObeKTOM
NepCoHaNbHbIX AAHHbIX WM ero npeacraBuTenem B
nobon  nossonsolWen noarsepautb  GakT  ero
nosyyeHua d¢opme, e€caM UHOE He YCTaHOBAEHO
denepanbHbIM 3aKOHOM.

3.2. MpaBa cy6beKTa nepcoHasibHbIX AAHHbIX

CybbeKT nepcoHaNbHbIX OaHHbIX WMMeeT MpaBoO Ha
nonyyeHue y OnepaTtopa nHPopmauunm, Kacatoulenca
06paboTKM ero nepcoHanbHbIX AaHHbIX, €CAM Takoe
npaBo He  OrpaHMYEHO B  COOTBETCTBUM  C
depepanbHbiMM 3aKoHamMU. CybbEeKT nepcoHasbHbIX
OaHHbIX BrpaBe TpeboBaTb oT OnepaTopa yTOYHEHUSA
€ro nepcoHasnbHbIX AaHHbIX, UX BNOKUPOBAHUA WK
YHUUTOXKEHUS B C/lyYyae, ec/in NepcoHasibHble JaHHble
ABNAIOTCA HENOJIHbIMUM, YCTapeBWMMWN, HETOUHbIMMU,
HE3aKOHHO  MNONYYEHHbIMW  WAN  He  ABAAKTCA
HeobXoAMMbIMWU ANA 3afBAEHHON uenm obpaboTku, a
TaKXe MPUHUMaTb NpeayCMOTPEHHbIE 3aKOHOM Mepbl
no 3sawmte cBoux npaB. O6paboTKa MNepcoHaNbHbIX
OaHHbIX B LEeNax npoasuXKeHns ToBapos, paborT, ycayr
Ha PbIHKE MyTEM OCYLLECTB/IEHUA MPAMbIX KOHTAKTOB C
CyObEKTOM NEepCoHasbHbIX AaHHbIX (MOTEHUMANbHbIM
notpebutenem) c NOMOLLbIO CPEACTB CBA3U, a TaKKe B
uenax noanTUYEcKoM arutauum AOMycKaeTca TOJbKO
npwu ycioBMM NpenBapuUTeNbHOro cornacma cybbekta
NnepcoHanbHbIX AAHHbIX.
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protection of personal data subjects’ rights may be
effected in the following cases: - consent in writing of
the personal data subject to crossborder transfer of his
personal data; - execution of agreement where the
personal data subject is a party.

3. PERSONAL DATA SUBIJECT’S RIGHTS

3.1. Personal data subject’s consent to processing of
his personal data

The personal data subject takes a decision to provide
his personal data and agrees to their processing without
coercion, of his own free will and in his interests. The
consent to processing of personal data may be given by
the personal data subject or his representative in any
form that allows to confirm the fact of its receipt, unless
otherwise provided by the federal law.

3.2. Personal data subject’s rights

The personal data subject has a right to receive
information from the Operator regarding processing of
his personal data, if such right is not restricted in
accordance with the federal laws. The personal data
subject has a right to demand the Operator’s
verification of his personal data, their blocking or
destruction - if the personal data are incomplete,
outdated, inaccurate, illegally obtained or are not
necessary for the stated purpose of processing —and to
take measures provided by law to protect his rights.
Personal data processing aimed at promotion of goods,
work, services in the market, through direct contacts
with the personal data subject (potential consumer) by
means of communication, and for the purposes of
political agitation, is allowed only with the prior consent
of the personal data subject.
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OnepaTop 00s3aH HemeA/IeHHO MpeKpaTUTb Mo
TpeboBaHMIO CcybbeKTa  NepcoHaNbHbIX  AAHHbIX
0b6paboTky ero nepcoHabHbIX OAHHbIX B
BbllWEYKa3aHHbIX Lenax. 3anpelaeTca MNPUHATUE Ha
OCHOBaHWW  WUCKNIOUMTENIbHO  aBTOMATU3MPOBAHHOM
06paboTKM  NEepcoHasbHbIX  AAHHbIX  peLleHui,
NOpoOXKAAoWMX  lOpUAMYECKME  MNOCNeACTBUA B

OTHOLWEHMN CyObeKTa MepPCOHaNbHbIX AaHHbIX WM
WMHbIM 06Pa30M 3aTpParnMBaKoLLMX €ro NpasBa MU 3aKOHHbIEe
WHTEpecsl, 3a NCKNOYEHNEM cny4yaes,
npeaycMoTpeHHbIX deaepanbHbiMM  3aKOHaMKU, UK
npwu HaIMYMM cornacus B NMCbMeHHOM popme cybbekTa
NnepcoHanbHbIX AaHHbIX. EcnvM cybbekT nepcoHanbHbIX
OaHHbIX cymTaeT, uto Onepatop ocywecTBaseT
06paboTKy ero nepcoHasbHbIX AAHHbIX C HAapyLeHUnem
TpeboBaHuit ®3-152 nam nHbim 06pa3om HapyLLAET ero
npaBa M cBobogbl, CyObEKT MepCcOoHasibHbIX AAHHbIX
BNpaBe o06KanoBaTb gekcteus wuan bespencreme
OnepaTtopa B YNO/IHOMOYEHHbIM OpraH no 3awure npas
CyOBbEKTOB MEepPCOHasbHbIX AaHHbIX UAM B cyaebHom
nopagke. CybbeKT MNepcoHasbHbIX AaHHbIX MMeeT
NpaBo Ha 33Ty CBOUX NMPaB M 3aKOHHbIX MHTEPECOB, B
TOM u4ucne Ha Bo3MelweHue YObITKOB U (Uan)
KOMMEeHCcaLMo MOpasbHOro Bpeaa.

4. OBECNEYEHUE BE3OMNMACHOCTU MEPCOHAJIbHbIX

AOAHHbIX

besonacHocTb NepcoHaNbHbIX [OaHHbIX,
obpabatbiBaembix  OnepaTopom, obecneymnBaeTca
peanusaumelnt  NpPaBOBbIX, OPraHW3aLMOHHbIX U

TEXHMYECKMX Mep, Heobxoaumbix Ans obecneyeHus
TpeboBaHuit deaepanbHOro 3akoHoZaTeNbCcTBA B
o6bnactm  3alMTbl  NEPCOHabHbIX  AaHHbIX. A
NpegoTBPALLEHNA HECAHKLUMOHMPOBAHHOIO A0CTyna K
NnepcoHanbHbIM AaHHbIM OnepaTtopom MNPUMEHAIOTCA
cnepytoLimMe opraHM3aLMOHHO-TEXHUYECKME Mepbl:

- Ha3HauyeHWe AO/MKHOCTHbIX WL, OTBETCTBEHHbIX 3a
opraHusaumnio 06paboTKM M 3aWUTbI NEePCOHasIbHbIX
JaHHbIX;

- OrpaHMYeHune coCTaBa JinL, AONYyLWEeHHbIX K 06paboTke
NepPCOHaNbHbIX AAHHbIX;

- O03HaKoMneHuve CcybbekToB ¢  TpeboBaHMAMM
desepanbHOro 3aKoHoAaTeNbCTBA M HOPMATUBHbIX
AoKkymeHTOB Onepatopa no o6paboTke w 3awuTe
NepPCOHaNbHbIX AAHHbIX;
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The Operator shall immediately stop processing the
personal data upon request of the personal data
subject, for the above purposes. It is prohibited to take
decisions entailing legal consequences in respect of a
personal data subject on the basis of exclusively
automated processing of personal data, or decisions
otherwise affecting his rights and legitimate interests,
with the exception of cases provided for by the federal
laws, or having the consent of the personal data subject
in writing. If the personal data subject deems that the
Operator carries out processing of his personal data
with infringement of the provisions of ®3-152 or
otherwise violates his rights and freedoms, then the
personal data subject has a right to appeal against the
actions or omission of the Operator to the Authorized
body engaged in protection of personal data subjects’
rights, or to apply to court. The personal data subject
has the right to protect his rights and legitimate
interests, including compensation of damage and (or)
compensation of moral harm.

4. PROVIDING PERSONAL DATA SECURITY

The security of personal data processed by the
Operator is provided through implementation of legal,
organizational and technical measures necessary to
meet the requirements of the federal legislation in the
field of personal data protection. To prevent
unauthorized access to personal data, the Operator
practices the following organizational and technical
measures:

- appointment of officials responsible for organization
of processing and protection of personal data;

- restriction of the number of persons admitted to
personal data processing;

- familiarization of entities with the requirements of the
federal legislation and the Operator’s regulatory
documents for processing and protection of personal
data;
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XpaHeHus u obpaueHun
nHbopmaLnio o

- opraHuMsauua y4eta,
HocuTenen, coaepKalmx
nepcoHanbHbIMU AAHHbIMMU;

- onpegeneHve yrpo3 6e30nacHOCTM NepcoHasbHbIX
OaHHbIX Npu nx obpaboTke, dopmmpoBaHME Ha UX
0OCHOBE MoAenelt yrpos;

- paspaboTka Ha OCHOBE MOAENWN Yrpo3 CUCTEMbI
3aLWMTbl NEPCOHANbHbIX AAHHbIX;

- MpoBepKa  rOTOBHOCTM U 3DEKTUBHOCTU
MCNONb30BaHWUA CPeACTB 3aLNTbl MHGOPMaLMK;

- pasrpaHuyeHve  gocTyna  nosb3oBaTenei K
WHOPMALMOHHBIM  pecypcam U NPOrpaMMHO-
annapaTHbIM cpeacTBam 06paboTkn nHpopmaumu;

- peructpauma u y4veT AOENCTBUIM NO/b30BaTesNen
MHGOPMALMOHHBIX CUCTEM NEPCOHANbHbIX AAHHbIX;

- UCMONb30BaHWE aHTUBUPYCHbIX CPeACTB M CpeacTs
BOCCTAaHOB/IEHMA CUCTEMbI 3alMTbl MEPCOHANbHbIX
OaHHbIX;

- MPUMEHEHME B HEOOXOAMMbIX CAy4Yasax CpeacTs
MeyKCceTeBoro 3KpaHMpPOBaHMA, obHapyXKeHus
BTOPXKEHWUIN, aHa/M3a 3alMLLEHHOCTM U CpencTs
KpunTorpadmyeckon 3amnTbl UHGOpMaLLUW;

- OpraHmMsauma NPOMNYyCKHOro peXxuma Ha TeppPUTOPUI0
Onepatopa, OXpaHbl MOMELLEHUN C TEXHUYECKMMMU
cpeacTBamu 06paboTKM NEPCOHASBbHBIX AAHHbIX.

5. 3AK/TIOYUTE/IbHBIE MO/IOXKEHUA

MHble npaBa u obAsaHHOCTM Onepatopa B CBA3U C
06paboTKOM MepcoHanbHbIX AaHHbIX onpeaenstoTca
3aKoHogaTenbctBom  Poccuiickoit  depepaummn B
obnactu NepcoHanbHbIX  AAHHbIX. PaboTHUKMK
Onepatopa, BWHOBHblE B  HapylEHUM  HOPM,
peryampyrowmnx obpaboTKy M 3aWuTy NepcoHanbHbIX
OaHHbIX, HEecyT MaTepuanbHylo, AUCUMMIMHAPHYIO,
aOMUHUCTPATUBHYIO,  TPaXKAAHCKO-NPABOBYID  MAM
YrO/I0BHYO OTBETCTBEHHOCTb B nopsake,
yCTaHoBNeHHOM defepasibHbIMM 3aKOHAMMU.
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- organization of due accounting, storage and handling
of carriers containing personal data;

- identification of threats to personal data security in
the course of their processing; formation of threat
models on their basis;

- development of a personal data protection system
based on the threat model;

- checking the working condition and efficiency of
information protection tools;

- differentiation of users' access to information
resources, software and hardware for information
processing;

- registration and record of actions of personal data
information systems’ users;

- use of anti-virus tools and means for restoring
personal data information systems;

- application, as necessary, of firewalls, intrusion
detection means; analysis of security condition and of
the means of cryptographic protection of information;

- organization of access control in the Operator’s
territory, guarding of premises containing technical
facilities for personal data processing.

5. CONCLUDING PROVISIONS

Any other rights and obligations of the Operator
relating to personal data processing are set by the
legislation of the Russian Federation in the area of
personal data. The Operator’s employees infringing the
regulations governing processing and protection of
personal data incur  material, disciplinary,
administrative, civil or criminal liability in the manner
established by the federal laws.



